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INTRODUCTION
Welcome to the learning programme

Follow along in the guide as the training practitioner takes you through the material. Make notes and sketches that will help you to understand and remember what you have learnt. Take notes and share information with your colleagues. Important and relevant information and skills are transferred by sharing!

[image: image15.png]


This learning programme is divided into sections. Each section is preceded by a description of the required outcomes and assessment criteria as contained in the unit standards specified by the South African Qualifications Authority. These descriptions will define what you have to know and be able to do in order to be awarded the credits attached to this learning programme. These credits are regarded as building blocks towards achieving a National Qualification upon successful assessment and can never be taken away from you!

Programme methodology

The programme methodology includes facilitator presentations, readings, individual activities, group discussions and skill application exercises.

Know what you want to get out of the programme from the beginning and start applying your new skills immediately.  Participate as much as possible so that the learning will be interactive and stimulating.

The following principles were applied in designing the course:

· Because the course is designed to maximise interactive learning, you are encouraged and required to participate fully during the group exercises

· As a learner you  will be presented with numerous problems and will be required to fully apply your mind to finding solutions to problems before being presented with the course presenter’s solutions to the problems

· Through participation and interaction the learners can learn as much from each other as they do from the course presenter

· Although learners attending the course may have varied degrees of experience in the subject matter, the course is designed to ensure that all delegates complete the course with the same level of understanding

· Because reflection forms an important component of adult learning, some learning resources will be followed by a self-assessment which is designed so that the learner will reflect on the material just completed.

This approach to course construction will ensure that learners first apply their minds to finding solutions to problems before the answers are provided, which will then maximise the learning process which is further strengthened by reflecting on the material covered by means of the self-assessments.

Different role players in delivery process

· Learner

· Facilitator

· Assessor

· Moderator

What Learning Material you should have

This learning material has also been designed to provide the learner with a comprehensive reference guide.

It is important that you take responsibility for your own learning process; this includes taking care of your learner material.  You should at all times have the following material with you:
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Learner Guide
	This learner guide is your valuable possession:
This is your textbook and reference material, which provides you with all the information you will require to meet the exit level outcomes. 

During contact sessions, your facilitator will use this guide and will facilitate the learning process. During contact sessions a variety of activities will assist you to gain knowledge and skills. 

Follow along in the guide as the training practitioner takes you through the material. Make notes and sketches that will help you to understand and remember what you have learnt. Take and share information with your colleagues. Important and relevant information and skills are transferred by sharing!

This learning programme is divided into sections. Each section is preceded by a description of the required outcomes and assessment criteria as contained in the unit standards specified by the South African Qualifications Authority. These descriptions will define what you have to know and be able to do in order to be awarded the credits attached to this learning programme. These credits are regarded as building blocks towards achieving a National Qualification upon successful assessment and can never be taken away from you!

	Formative Assessment Workbook
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	The Formative Assessment Workbook supports the Learner Guide and assists you in applying what you have learnt. 
The formative assessment workbook contains classroom activities that you have to complete in the classroom, during contact sessions either in groups or individually.

You are required to complete all activities in the Formative Assessment Workbook. 

The facilitator will assist, lead and coach you through the process.

These activities ensure that you understand the content of the material and that you get an opportunity to test your understanding. 
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Different types of activities you can expect

To accommodate your learning preferences, a variety of different types of activities are included in the formative and summative assessments. They will assist you to achieve the outcomes (correct results) and should guide you through the learning process, making learning a positive and pleasant experience.

The table below provides you with more information related to the types of activities. 

	Types of Activities
	Description
	Purpose

	Knowledge Activities
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	You are required to complete these activities on your own. 


	These activities normally test your understanding and ability to apply the information.

	Skills Application Activities
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	You need to complete these activities in the workplace 


	These activities require you to apply the knowledge  and skills  gained in the workplace
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Natural Occurring Evidence


	You need to collect information and samples of documents from the workplace.
	These activities ensure you get the opportunity to learn from experts in the industry.

Collecting examples demonstrates how to implement knowledge and skills in a practical way


Learner Administration 
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Attendance Register

You are required to sign the Attendance Register every day you attend training sessions facilitated by a facilitator. 

Programme Evaluation Form 

On completion you will be supplied with a “Learning programme Evaluation Form”. You are required to evaluate your experience in attending the programme.

Please complete the form at the end of the programme, as this will assist us in improving our service and programme material.  Your assistance is highly appreciated.

Assessments
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The only way to establish whether a learner is competent and has accomplished the specific outcomes is through the assessment process.  Assessment involves collecting and interpreting evidence about the learners’ ability to perform a task.

To qualify and receive credits towards your qualification, a registered Assessor will conduct an evaluation and assessment of your portfolio of evidence and competency.

This programme has been aligned to registered unit standards.  You will be assessed against the outcomes as stipulated in the unit standard by completing assessments and by compiling a portfolio of evidence that provides proof of your ability to apply the learning to your work situation.

How will Assessments commence?

Formative Assessments 

The assessment process is easy to follow. You will be guided by the Facilitator. Your responsibility is to complete all the activities in the Formative Assessment Workbook and submit it to your facilitator. 

Summative Assessments 

You will be required to complete a series of summative assessments. The Summative Assessment Guide will assist you in identifying the evidence required for final assessment purposes. You will be required to complete these activities on your own time, using real life projects in your workplace or business environment in preparing evidence for your Portfolio of Evidence. Your Facilitator will provide more details in this regard.

To qualify and receive credits towards your qualification, a registered Assessor will conduct an evaluation and assessment of your portfolio of evidence and competency.
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Learner Support

The responsibility of learning rests with you, so be proactive and ask questions and seek assistance and help from your facilitator, if required.

Please remember that this Skills Programme is based on outcomes based education principles which implies the following:

· You are responsible for your own learning – make sure you manage your study, research and workplace time effectively. 

· Learning activities are learner driven – make sure you use the Learner Guide and Formative Assessment Workbook in the manner intended, and are familiar with the workplace requirements.  

· The Facilitator is there to reasonably assist you during contact, practical and workplace time for this programme – make sure that you have his/her contact details.

· You are responsible for the safekeeping of your completed Formative Assessment Workbook and Workplace Guide 

· If you need assistance please contact your facilitator who will gladly assist you.

· If you have any special needs please inform the facilitator 
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Learner Expectations 

Please prepare the following information. You will then be asked to introduce yourself to the instructor as well as your fellow learners

	Your name: 


	

	

	The organisation you represent: 

	

	

	Your position in organisation: 

	

	

	What do you hope to achieve by attending this course / what are your course expectations?

	

	

	


UNIT STANDARD 7796

Unit Standard Title 

Maintain a secure working environment
NQF Level 3

Credits 1

Purpose 

Each learner must be able to identify and respond to factors, faults or damage which increase the security risk for staff and customers. The learner must be able to use all relevant technology and understand how maintaining a high standard of security impacts positively on revenue for the business.

Learning assumed to be in place None

Unit standard range

Range statements are included with specific outcomes as necessary.
Specific Outcomes and Assessment Criteria

Specific Outcome 1: Describe national/ provincial/ company procedures to maintain a secure working environment

Specific Outcome 2: Explain how to maintain a high level of security for staff and customers
Specific Outcome 3: Describe security procedures to avoid and/or handle violent situations
Specific Outcome 4: Explain the importance of securing unauthorised areas from customer access
Specific Outcome 5: Given a violent situation, identify the perpetrators
Specific Outcome 6: Report suspicious items following the correct procedure
Specific Outcome 7: Demarcate customer and staff areas separately and secure against unauthorised access
Specific Outcome 8: Secure storage areas against unauthorised access and give reasons for doing this
Specific Outcome 9: Describe the way in which performance would be adapted

Assessment Criteria applicable to all unit standards:

· Arrange or create an environment in which the learner can be fairly assessed against the outcomes.  This unit standard must be assessed in the workplace or in a realistic working environment 

· Evaluate the learner’s ability to meet the outcomes consistently.  Assess this unit by a combination of observation, simulation and questioning.  Violent situations and suspicious parcels must be assessed by simulation.  Question the learner on violent situations. · Question the learner on securing different areas.  

· Provide specific feedback to the learner on assessments and the learner’s ability to meet the outcomes

· Complete the declaration of competence and inform the appropriate ETQA once the learner has demonstrated the ability to meet all the outcomes

· Counsel the learner on future assessments, necessary learning and further qualifications

Unit Standard Essential Embedded Knowledge

Essential embedded knowledge is dealt with under the specific outcomes section where "demonstrated knowledge and understanding" is required
Critical Cross-field Outcomes (CCFO)

Unit Standard CCFO Contributing: Personal Development: participate as a responsible citizen:
· Describe national/ provincial/ company procedures to maintain a secure working environment.

· Describe security procedures to avoid and/or handle violent situations.

· Given a violent situation, identify the perpetrators and use the correct procedure for reporting and display appropriate conduct.

· Report suspicious items following the correct procedure

SECURITY PROCEDURES

Outcomes

· Describe national/ provincial/ company procedures to maintain a secure working environment.

· Explain how to maintain a high level of security for staff and customers.

· Describe security procedures to avoid and/or handle violent situations

· Explain the importance of securing unauthorised areas from customer access

Procedures To Maintain A Secure Working Environment

It is an unfortunate fact of life that we live with crime and violence daily.  It is therefore essential to take measures to protect yourself and your goods.

Our right to a safe environment is enshrined in the Constitution and other legislation, but due to various factors, such as the shortage of law enforcement officers, it has become imperative that everyone take more responsibility for their own safety and security.  It is unfortunate that some of the people we live and work with do not respect our rights.  We have to be aware that some people do not really care about our rights to a safe environment and therefore we have to take steps to ensure that our working and living environments are safe.

National and provincial procedures

[image: image26.wmf] 

Although government at national and provincial level are continuously faced with the problem of law enforcement there is not much that they can do other than increase the number of law enforcement officers.  This is not always possible as the remuneration and working conditions does not appeal to many people.

The national police force, known as the South African Police Service, can and should be called whenever there is a violent situation.  The police patrol the areas for which they are responsible, that is why you see so many police vans and Metro Police on motor cycles at month ends.  This is because robbers and other criminals are more active at month ends, when people walk around with lots of cash on their persons.  Police also warn business and private persons if they suspect that a crime is about to take place.

The SAPS also issue crime fighting tips from time to time to assist the general public to prevent criminals perpetrating crimes against them.  The police also rely on information from the public about crimes that have taken place or are about to take place. We also have the Metro Police, who handle situations in the Tshwane area.

What the police do, other than patrolling, is to investigate a crime when it has occurred.  In this case, they will rely on the testimony of witnesses to help them catch the perpetrators.  If your testimony does not help the police, how can you expect them to catch the criminals?  Once the police have enough evidence to take action, the report the matter to the National Prosecuting Authority, who will be responsible for the legal proceedings involved in ensuring that criminals are brought to justice.

Company procedures

The police are not responsible for securing the premises of individual businesses and private properties.  The owners of the business or property are responsible for ensuring safety and security of their own properties.  So, if you leave your door unlocked and you are robbed, it is not the fault of the police – it is your own fault.  Similarly, you are responsible for your own safety and the safety of your family.  This is why organisations have security procedures, such as:

· keeping petty cash locked up

· keeping large amounts of cash locked in a safe

· banking cash and cheques regularly to prevent theft

· controlling access to premises so that unauthorised persons do not gain access

· controlling the goods that enter and leave the business premises

· reporting of suspicious items

· demarcating staff and customer areas separately

As a result of the manpower shortages in the Police Service, private security companies have shot up like toadstools and private security has become one of the fastest growing industries in the country.  This sector has taken much of the workload from the SAPS and has become indispensable.  These private security companies are regulated by PSIRA (Private Security Industry Regulatory Authority).

While the SAPS is involved in investigating crime and bringing perpetrators to book, the role of private security companies is more that of preventing crime by maintaining security in the working environment as well as at home.

Banks are an example of businesses who make use of private security companies to ensure the safety of their staff and customers.

Violent situations

Violent situations include bomb threats, hijacking, armed robbery, riots, strike, mass action. 

In the case of a bomb threat, alert the police who will send experts to handle the situation.  

In the case of hijackings, armed robberies and riots the police also have to be notified.  They will investigate the matter and you can help them to catch the criminals by closely observing the perpetrators.

Strikes and mass action are supposed to be done peacefully, but this is not always the case.  When strikes and mass action get out of hand, secure the premises to prevent access and call the SAPS as well as the contracted private security company, if your organisation makes use of them.

Maintain A High Level Of Security For Staff And Customers

Part of a manager’s duties is to ensure a secure working environment for both his staff and customers.  It is also the duty of every employee to ensure that the security procedures are adhered to by everyone.

Security protection for any organisation is developed from a mission statement.

The security department is that part of management concerned with the protection of people, safeguarding of assets, prevention and investigation of crime within the organisation.

Example of a Mission Statement

The aim of the security department is the total protection of the business operation to ensure a safe and secure environment for staff and guests/customers alike and to ensure the safety and protection of company assets.

Structure
The security structure to comply with the above mission statement could then consist of the following:

Access Control

· A complete written security policy and procedures, which has been approved and signed off.

· ID Card system on a database for all employees and permanent contractors, to give them access to the premises.

· Visitor cards for all visitors.  These would give visitors temporary access to the premises.  At the same time, the ID numbers, contact details and at times even the photos of visitors would be on record, if needed.

· Search and seizure procedures, which would authorise the security department to search vehicles and hand luggage, such as briefcases and handbags, of people entering and leaving the premises.

· Goods movement procedures, (permits, etc.) to move goods into and out of the premises.

Emergency plan and evacuation procedure
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Each organisation should have emergency plans and evacuation procedures in order to evacuate the employees and any visitors quickly and efficiently in the case of:

· Fire emergencies

· Bomb scares.

· Armed robberies.

· Natural disasters.

The most common emergency plan in any organisation is the evacuation procedure in the case of a fire.  This procedure is then followed for all other evacuation procedures.

Evacuation Procedure

One employee will be responsible for the entire procedure and for regular “fire drills”.  A fire drill is when the evacuation procedure is practiced.  This should happen on a regular basis, so that staff are familiar with the procedures.   For the sake of this exercise, we will call this employee Sipho. 
In an evacuation procedure, the building will be divided into floors, such as ground floor, first floor, and so on.

One employee would then be made responsible for the evacuation procedures on every floor.  We will call this employee Thandi. One employee of each department would then be responsible for the evacuation procedure of the department.  This person will be called Steven.  One person in the department would then be made responsible for the evacuation for every 15 to 20 employees, if the department has more than 20 employees. We will call this person Anna, and she will be a group leader.

The procedure works like this.  Every group of 15 to 20 people will be given a route to follow in the case of evacuation and a place to meet outside the building, as well as a ranking:  This group goes first, this one second, etc.  

In the case of a fire drill or a real emergency, everyone in the group has to follow the route as indicated and meet at the determined place outside the building.  The employee responsible for the group, Anna, will ensure that every person in the group is present and report this to Steven, who is responsible for the evacuation of the department.  Steven will then confirm with the other group leaders that all the departmental staff have been evacuated.

Steven will then report to Thandi that everyone in his department is accounted for.  Thandi will ensure that the employees of all the departments on the floor have been evacuated safely and will report this to Sipho, who is responsible for the evacuation of the entire building.

Sipho will then ensure that all the floors have been evacuated safely.

In this way, the building will be evacuated in an orderly manner, everyone has the opportunity to get out safely and, if someone did not make it, it will be noticed immediately and procedures can be implemented to search for the missing person.

The evacuation procedure should be practiced regularly. 

Emergency telephone numbers

Every employee should have the telephone numbers of the emergency services in a place where they can access it easily.  If you have a cell phone, enter the numbers in the telephone directory of your phone.

The numbers can be found in the first pages of the telephone directory, commonly called the white pages.  The telephone directories are distributed by the Post Office.

Violent situations

Violent situations include bomb threats, hijacking, armed robbery, riots, strike, mass action. 

Criminals often target a certain place.  They follow your daily routine.  They are so sly that you won’t even know that you are being watched.  Very important for any business which deals with large amounts of cash on a daily basis, is not to fall into a routine.  If you have to go to the bank to deposit the previous day’s takings you can follow these guidelines in order to make it safe for yourself and the other staff:

· Don’t walk the same route to the bank everyday

· Don’t let the same person go to the bank every time

· Don’t go alone

· Don’t go at the same time every day

· Don’t put the money in a handbag or carry it in your hands.  Hide the money under your clothes

· Don’t wander around and first go and greet all your friends in the shopping mall.  Go directly to the bank and get back

· If you think someone is following your, go to the nearest security guard or police station

An even safer option would be to organize with your bank for pick-up’s by Cash In Transit guards (like Coin Security)
During a violent situation it is always very important to:

· Stay Calm!

· Stay focused on what is happening around you

· Notice as much detail as possible, for example the clothes, face, scars or tattoos of the perpetrator

· Not do anything that will put everyone, including you, in any more danger than you already are.

· Find out what the perpetrators(s) want and, if possible, give it to them

· Keep everyone calm, so that people do not overreact and cause the perpetrators to take violent action

Armed robbery

Armed robbery is when someone enters a premises armed with a weapon and steals things.  What they take will differ from robbery to robbery depending on who is being robbed for example in a factory they might take goods but in a bank the robbers will take money.  

During an armed robbery, there is usually more than one threat or risk.  There is the risk of theft, which is the purpose of the robbery – the robbers want something that does not belong to them.  There is the risk of injury or death – the robbers are armed and are willing to use their weapons if they are threatened or do not get what they came for.  There is the risk that one of the people being held up will panic and cause the armed robbers to start shooting.  There is also the risk that the robbers will take someone hostage if they feel threatened.

If they demand the safe to be opened and you have the keys, open the safe.  If they shout at you to lie on the floor, this is what you do.  This is not the time to be a hero – do as they say.  Stay calm, do what they want and make sure you note their appearance so that you can report afterwards.

After the robbers have left:

· Evacuate the building immediately

· Do not let witnesses leave until the police have arrived

· Make sure that injuries are attended to

· Secure the crime scene – do not let anyone but the police into the crime scene, as the police will search the crime scene for evidence

· Do not talk to anyone about what happened and try to make sure that other people do not talk to each other until they have made statements to the police.  Witnesses to a crime scene remember different things and they also remember things differently and by talking to each other the details become jumbled and incorrect.

Hijacking

Hijacking in South Africa is mostly associated with cars and delivery trucks.  To hijack means to take control of a vehicle that does not belong to you, for example taking someone else’s car against their will for your own personal gain.

Hijackings also pose more than one risk – the risk of having the vehicle stolen, the risk of being taken hostage by the hijackers, the risk of being killed by the hijackers, the risk that innocent people driving by will be shot at.

Here are some more vital tips to save your life in a potential hijacking situation:

· If a suspicious person bumps your car from behind, don’t get out.  Rather drive to the nearest police station

· Don’t get out of your car to remove pamphlets from under your wipers.  Criminals wait for you to get out of your car, with the key still in the ignition, and then jump in

· Always keep your car window a little open.  It is more difficult to break than an entirely closed window

· Don’t listen to loud music while you are driving.  Your eyes and ears should be open for what is going on around you at all times

· Always keep your fuel tank at least a quarter full.  In an emergency you may have to drive for a distance

· When you stop at robots, always leave enough space between the motors in front of you and behind you.  You would have more space to move your car if you have to get away in a hurry

· Never leave your handbag or cell phone on the passenger’s seat.  It’s an open invitation to criminals to break your window and gain entry to your car

· When you drive, always be aware of vehicles in front, behind, and around you.

· And this sounds obvious but so many drivers neglect to do it:  Always lock your doors

· Don’t drive alone in areas which you are unfamiliar with.

· Females, especially, shouldn’t drive alone at night.  You are the easiest targets.

Bomb threat

When a suspicious article is discovered, do not under any circumstances touch the article/package or allow anyone else to touch or move the article or package! Contact the police as well as your supervisor and control room immediately.  Evacuate the building and/or area and remove any flammable material (such as petrol or gas), that could worsen the situation should the package contain a bomb.  

The bomb squad will deal with the article in the appropriate manner.  

When the evacuation is complete, do a role call to ensure that everyone has left the area.  This will help you to supply accurate information to the authorities when they arrive on people who might possibly be stuck or left in the area/building.  

Strikes, riots and mass action

Strikes are a form of industrial action. When workers resort to industrial action, for whatever reason, they are emotionally charged and such incidents of industrial action have been known to escalate into violence and damage to property. 

Mass action

Mass action is a form of peaceful protest against, for example, violence against women, where many people gather to protest.  This way, they can bring their grievances to the attention of the government, the press and the public in general.

Strikes and mass action are supposed to be done peacefully, but this is not always the case.  

Riots

A riot is a violent disturbance of the peace by a crowd.  Strikes and mass action often escalate into riots, where participants in the strike or mass action start attacking innocent bystanders, cars, shops and other business premises.  In some instances they even set fire to cars and premises and loot (steal) from businesses.

These are highly dangerous situations, this is why approval must be sought from provincial and municipal authorities before a strike or mass action can take place.  The organisers of the action then undertake to have marshalls in place to ensure that the situation does not get out of control.  The SAPS will usually also be present to keep the peace generaaly and also to clear the roads for the protesters to march safely.

When strikes and mass action get out of hand, secure the premises to prevent access and call the SAPS as well as the contracted private security company, if your organisation makes use of them.  If possible, send employees home.
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Ideal behaviours of victims of crime

The most important thing anyone involved in a crime situation is to stay calm.  It sounds easier said than done, but it can safe your life.  

Here are some vital tips that you can remember if you should be so unlucky to be in a crime situation:

· Don’t look the perpetrator in the eyes

· Whatever they ask, give it to them.  Your life is worth much more than a cell phone, a car or money

· Don’t try to be a hero.  A dead hero is of no worth to anyone

· Do not argue with the criminals

· Do not make any sudden movements

· Do not shout or scream hysterically, this will unsettle the criminals and cause them to act violently

· Do not try to run away, they will shoot you

· Stay calm and do everything they say

· Try and remember as much detail as possible about the criminals and the actual crime

· What was the perpetrator wearing

· How tall was s/he – compare their height to a door or piece of furniture

· How old was s/he

· How many were there

· Did he have a beard or moustache

· How long was his/her hair

· Was the perpetrator thin, of medium build or fat

· How old do you think the criminal is

· What language did they speak to each other

· Did they call each other by name

· Which direction did they go when they left the crime scene?

· The smallest detail could help the police track down the perpetrators

· After the incident it is vital for the sake of evidence and statements that everyone involved in the incident communicate as little to each other. as possible  The reason for this is that you could influence each other memories about important clues.  Do not talk to each other about what happened until the police have taken down your statements!

· Immediately after the incident, contact the police, ambulance or whichever service you may need.

Actions to Be Taken After a Crime Situation

Assist the police in any way possible.  The tiniest clue you can remember may be invaluable to them

Do not temper with or move any evidence that was left at the crime scene.  Don’t touch anything.  You could destroy fingerprints.  

Do not leave the crime scene unless you have permission from the police to do so.  An exception would be if you are hurt and need medical assistance.  The police will then get a statement from you as soon as you are able to give one.

Prevention and Investigation of crime

Prevention of crime

This usually consists of:

· Security patrols, where the premises are patrolled regularly, 
· Information gathering.  This is usually done through the access system, which gives the security department access to information about employees, contractors and visitors.
· Processing of the information gathered through security patrols and the access control system.  The security department has to process the information and keep it on record, usually in a computerised database.

Investigation of crime

· Statements.  Once a crime has been committed, statements will be taken from everyone who was present at the scene of the crime.
· Investigation dockets.  An investigation docket will be opened and all the relevant statements and other evidence will be recorded in the docket.
· Arrests and court procedure.  Hopefully, the investigation will lead to the arrest of the criminal(s) and the case will end in court, where the criminals will be punished.

Security Framework

· The above is a framework of a typical security protection department for any business environment. It enables the security manager to do a risk assessment and put together action plans to minimise or eliminate risks.

· The concept of revenue loss against security costs must be explained and proved to company management, by the security department.  Company management want to know how much it will cost to ensure a safe and secure working environment for the employees and visitors.

· All private security officials must be registered with PSIRA (Private Security Industry Regulatory Authority).  This ensures professional training in all security disciplines and grading of competency.

· All registered private security personnel are trained in the following disciplines: Access procedures, risk assessment, identification of emergencies, compilation of emergency and evacuation programmes.

The security framework can be audited (checked) through the use of checklists in each discipline.

More often than not criminal activities like robberies turn violent, as criminals are normally desperate to get what they want and won’t hesitate to resort to violence to achieve their goals, especially when confronted.

There are, however, measures that management can employ to prevent violent and potentially dangerous situations and handle them, if and when they occur.  Although it is not always possible to avoid a violent situation, there are ways to anticipate and handle these situations.

As previously said, one of the functions of the security department is to gather and evaluate information.  It is said that “forewarned is forearmed”.  This is particularly applicable when combating crime and violence.

If the security department gets information of a potentially violent situation, it can warn senior management in advance and advise on, and assist in the implementation of the appropriate approved emergency procedures.

All staff must be properly informed about emergency procedures, so that they can react spontaneously in an emergency situation, enabling the security department to supervise guests/customers, who might not be trained to react in the event of an emergency or violent situation.

In handling a violent situation, the safety of staff and guests/customers must be the first priority.  Material goods can be replaced - not human lives!

Emergency procedures may vary, depending on the nature of a business, but there are general points to keep in mind when confronted by a violent situation:

· Don’t panic – you cannot think rationally when you panic, so stay calm.

· Evacuate staff and guests/customer to safety, if possible.

· Notify SAPS and/or Metro Police.

· Avoid, as far as possible, confrontation with perpetrators, as this may aggravate the situation.

· Isolate area of violence, if possible.

· Carefully observe proceedings – your information may be valuable to law enforcement in their investigations.

If approved emergency procedures are followed during a violent situation, chances are good that it might be resolved without loss of life or serious injury.

Not having a proper functional security system in place can lead to potential danger to both staff and guests/customers as well as financial losses to the business.  Criminals are always on the lookout for opportunities to strike and will go for the most vulnerable target first.  

Securing Unauthorised Areas From Customer Access

These security measures must be enforced in all customer-, staff- and storage areas.  It is of no use to control access to certain areas, such as reception, while others, such as despatch, are exposed to breeches of security measures.

Often, criminals will pose as customers in order to get access to the premises.  They can then see what security system is in place, and how to bypass these systems, especially if they are given access to unauthorised areas.

Typically, the fire exit, receiving and despatch and back doors of the premises will be observed in fine detail by criminals.  What could be easier than to gain access to the premises through the front door and then leave through a back door that was left open?

While shopping at the mall you aren’t allowed access to all areas.  You only visit those areas demarcated for customers.  Other areas, such as stores, offices and maintenance facilities are out of bounds to customers, for good reason.  You don’t know when a customer is really interested in buying something or is just in the building to spy.

During business operations there is a constant flow of goods in and out of the business.  Before goods are presented to the customer, it has to be received, and often has to be processed or stored for some time.  It is during this period that goods are not under constant staff- or public scrutiny, and thus exposed to theft and/or tampering, that unauthorised access to these goods can lead to loss of, or damage to goods.

Unauthorised access to offices exposes the operation to elements such as industrial espionage.  It is also possible for the unwanted visitor to tamper with or remove important documents or get confidential information of the business operations from computers or files in the office area.

Likewise, someone with bad intent can access areas containing emergency power supply, air conditioning or communication systems, if they are not secured, and cause severe disruption of operations if he should want to sabotage any of these.

From the above it stands to reason that it is of the utmost importance that certain areas in a business must be secured against access to the general public.

It is unfortunately also necessary to subject all staff to the same security measures as a large portion of pilferage in a business is due to own staff’s unauthorised profit sharing (commonly known as ….“theft”).

Sometimes staff members work together with criminal gangs, enabling them to gain access to areas that they would otherwise not be able to get into.  For this reason staff are also not allowed access to all areas in an organisation.  

Some companies deal in dangerous goods such as gas, radioactive material, poisons, etc. and only people who have been trained in handling these goods are allowed access to areas where these goods are processed and stored.
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DEAL WITH VIOLENCE AND SUSPICIOUS ITEMS

Outcomes 

· Given a violent situation, identify the perpetrators.

· Report suspicious items following the correct procedure.

· Secure storage areas against unauthorised access and give reasons for doing this

· Demarcate customer and staff areas separately and secure against unauthorised access.

Identify The Perpetrators In A Violent Situation

Violent situations include bomb threats, hijacking, armed robbery, riots, strike, mass action. Any violent situation is stressful, both to the perpetrators and the victims.  As discussed earlier, it is important to stay calm during such an event.

There are a couple of basic rules that have to be followed in the case of a violent situation:

· Do what the criminals want.  Material things can be replaced, human lives cannot.

· Don’t argue with them and don’t aggravate them in any way.  If you aggravate or challenge them, you are putting your own life and the lives of others at risk.

· Above all, don’t become hysterical – if you start shouting or screaming, they will probably attack you, while you have a better chance of coming out of the situation unharmed if you stay calm.

· After the perpetrators have left, do not discuss the incident with anyone until you have spoken to the police or the security department.  This is because people remember things differently and if you talk to someone else your own memory of the event becomes contaminated.

If you are a victim of a violent situation and you can stay calm and observe proceedings carefully, you can supply law enforcement authorities with valuable information to assist them in their investigations and efforts to bring the perpetrators to book.

Telling a security officer or the police that a suspect is black or white is not going to help them much – you’ll have to do better than that.

Here are a few useful guidelines to assist you to positively identify perpetrators of crime or violence:

Pay Special Attention To Detail!

Clothing

What was he/she wearing?  A jacket, a shirt, a T-shirt, denims or formal trousers, what kind of shoes was he/she wearing? 

Take note of colour, style, stains, tears or other unique features.

Personal features

· A tattoo or visible scar makes it easier to identify a person.  

· Also note other unique features like a missing finger, nervous mannerisms, a limp while walking, chronic cough, etc.  

· you can also judge the height of the person by comparing the top of the person’s head to the top of a doorframe.  

· What colour are his eyes?

· What colour is his hair?

· Does he have a moustache or a beard?

· Are his eyebrows bushy and close to each other?

· Was he wearing glasses?
Weapons 

By noticing what weapons (if any) perpetrators carry you can assist law enforcement in identification of perpetrators.  This information could be of great value in the planning of counter operations. 
Tools & equipment

Perpetrators might be carrying explosives or other devices and cases or bags to remove their booty. 

Take note of the bag or bags that he/she is carrying: colour, size, etc.

Vehicles 

In the event of an armed robbery or hijacking, other vehicles are likely to be involved.  Take note of make, model, colour, etc. and registration number, if possible.
Report Suspicious Items 

It is not uncommon for perpetrators of violence to hide explosive devices inside innocent looking bags or parcels, then placing it where there is a lot of human activity e.g. shopping malls, movie theatres, casinos, sports events, etc., to be detonated at a later stage by a remote- or timing device. 

By constant surveillance such suspicious items can be identified and, by following the correct procedure, successfully disarmed or removed.

Procedures for handling suspicious items may differ, depending on the nature of the environment and business operation.

Special care should be taken not to create panic amongst guests/customers during evacuation.

The following is an accepted procedure to follow in the event of a suspicious item being found:

DO NOT TOUCH OR MOVE THE ITEM!

· Report the discovery of such an item to the security department immediately.
· Security will implement emergency procedure.
· Evacuate staff and customers, maintaining calm and order amongst them.
· Notify SAPS.
· Safeguard the area where the suspect item is and prohibit entry to all.
· Place a bomb blanket over the item, if one is available.
· Provide the people from the emergency services with all the information at your disposal.
· In the event of an explosion, assist with fire fighting and treatment of injured persons.
· Evacuate casualties to a medical facility.
· Prevent any entry to the building until it has been declared safe.
Secure Storage Areas 

An mentioned previously, storage areas should only be accessed by authorised personnel.

Following are some general guidelines regarding the securing of storage areas against unauthorised access: 

· Storage areas are usually located away from the rest of the building, or situated in a secluded area of the premises, away from customer and office areas. 

· The store will be kept secure by means of burglar bars, security cameras and alarms and will, of course be locked when not used.

· Authorised personnel will usually have permanent access cards, while unauthorised personnel or visitors will get temporary cards.  These cards have to be handed in on completion of the visit.

· Usually, nobody will be allowed to take firearms and cameras into the storage areas.

· People leaving the storage area will be randomly searched or scanned to ensure that no unauthorised removal of store items takes place.  The vehicles leaving the premises can also be searched.

· The storage area should be located where deliveries and despatch can be done easily, especially where deliveries are done with large trucks. 

· Receiving and despatching of goods will usually be done by at least two employees.  This is done to ensure that the goods that were received are what is shown on the delivery note.  If there are any discrepancies, there are two witnesses to testify to the discrepancy.  The same goes for the despatching of goods.

Demarcate Customer And Staff Areas Separately

· Banks, jewellery shops and other high risk businesses have smaller customer access areas than a supermarket or a clothing store.  

· When you walk into a bank you can go as far as the counters and no further.  Most of the staff work behind the counter, at times behind safety glass as well.  Each teller has only enough cash to handle the daily transactions, most of the cash is kept in a safe, where most staff do not have access to it, with good reason.  It follows, therefore, that in banks, customer and staff areas are demarcated separately.  This is done to safeguard the employees as well as to protect the cash.

· In jewellery stores, customer and staff areas are also separated by means of counters. Some items of jewellery are put on display behind locked glass counters, while the rest are kept at the back of the shop, outside customer view, presumably in a safe or other safe place.  When you request to look at a specific item, it will be taken out, one piece at a time, for you to look at.  You first have to give this piece back before the next piece will be handed to you.  This is done to ensure that a casual robber will only go off with one piece of jewellery.  

· When an armed robbery takes place, the robbers will smash and grab the jewellery that is on display while the rest of the jewellery remains in the safe, hopefully.  The same goes for banks.

· Supermarkets on the other hand, have large customer areas, to enable customers to shop comfortably.  However, their staff areas, such as administration, rest rooms and so on, are situated separately to ensure that customers do not have open access to these areas.

· In this way, most organisations will have separate areas for customer access and staff access.  This is done to ensure that customers do not accidentally end up in the staff or storage areas.  The reason for this is to maximise the safety of goods and employees.

· The security department will usually be consulted on how and where to demarcate customer and staff areas.

Adapt Performance When In A Different Province Or Country 

It is often expected from security personnel, like VIP body guards or guards accompanying valuable goods, to travel abroad.  Most airlines have “undercover” security personnel placed amongst other passengers in strategic areas in the aircraft.  These officers maintain constant surveillance to identify potential hijackers or suicide bombers and are specially trained to handle potentially violent situations during a flight.

As mentioned previously, “forewarned is forearmed”.  If there is political- or labour unrest in the country they are going to, security personnel can timeously adapt their operations to best handle the situation.  

Delegates attending meetings of the International Monetary Fund are used to being exposed to demonstrators and the security measures to protect these delegates are adapted in advance, because it is a well known fact that demonstrations are going to take place.

When operating in a foreign country, security personnel must acquaint themselves with legislation regulating security operations in that country, which might differ from what they are used to, and adapt their strategies and procedures accordingly.  

Some things, illegal in this country, might be perfectly legal and acceptable in a foreign country, and confronting or arresting a person for something which is legal in his country can lead to the officer being charged with false arrest.
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